Discussion Forum #6

Electronic Discovery

Modules 10 & 11

1. Of the various kinds of data described in Chapter 5 of Electronically Stored Information: The Complete Guide to Management, Understanding, Acquisition, Storage, Search, and Retrieval, 2nd ed., select one and describe. How is this data generated and where does it reside? Is it easy or difficult to collect and why? What are any special considerations with collecting this data?
One type of data is encrypted data. Encrypted data is one that has been made hard or almost impossible to gain access to it. There are diverse ways of encrypting data, which may involve the simple procedure of protecting files with passwords or the incredibly complex procedure, as well as, management of digital certificates which automatically encrypt data within e-mails, or certain folders or the entire hard drives. The special aspect of encrypted data is that trying to access it without the password it will turn out as long strings of strange characters that are meaningless. 
2. Describe a document/data/electronic evidence that you would want to avoid having to produce to the opposing party. What kind of information does this item contain and why do you want to protect it? Under what doctrine (attorney-client privilege, attorney work- product, another confidentiality doctrine)? If you were the lawyer, what arguments would you make and what would you have to show?
Electronic evidence that I would avoid sharing with the opposing party are such as emails between me and my therapist. The emails contain confidential information regarding my troubles with mental illness. Such information has to be protected as the opposing party may use it against me to prove that I am not in the position to be the custodian of my children as alleged by my estranged husband. The attorney-client privilege will be right doctrine to argue my case.  
3. Have you used any of the techniques/tools/methods outlined in Chapter 5 to look for data (hidden, deleted, corrupted, encrypted, created using proprietary software, stored on obsolete media)? If so, what did you use and how did it work out? If not, I invite you to try some of the suggestions from the author using features of the software that you already have available to you. Were you surprised by how easy/difficult this was and what you were able to access?
In a certain incident, I was unable some vital files from my computer, as they had miraculously been hidden.  In that regard, I had to make use of data carving to trace the hidden files.  Through data carving, hidden files can be traced as there is a tool that examines the hexadecimal code which makes up the files. Afterwards, it recognizes the diverse file types and compiles them back together within a form which the user can export for purposes of recovering the data.  It came as a surprise how through the data carving tool was able to easily recover my files. 
4. What are some of the considerations for storing data? What should we do to be certain that our data is secure in the event of a disaster or threat? What are some of the issues with choosing a cloud computing vendor for storage versus using physical devices?
Some of the considerations for data storage include the safety of data from access by unauthorized parties or hackers and how it is well guarded from threats such as viruses and malware.  In order to ensure that data is well secured in case of threat or a disaster, it is necessary to put in measures such as the installation of firewalls, as well as, having data backup. While going for cloud computing vendor over physical devices for storage it is advisable to put into consideration the safety of the data and accessibility and management of the data in real time. 
5. What other options would you suggest for controlling access to information/data? What else would you suggest that could add an extra measure of protection, particularly for truly sensitive information/data?
Other options of controlling access to data is by preventing automatic logins once one enters the right passwords by putting in place additional user verification measures such as having to enter a code that has been send through a mobile phone. Truly sensitive information should be extra secured through the use of biometric access control. 
6. Any other surprising or interesting points from Module 10, Module 11 or the reading assignment.
The interesting point from module 10 is that encrypted data can be successfully accessed through the use of various tools. From module 11, it was interesting to find out that within a litigation process, there is some data that one can legally prevent the opposing side from gaining access to it. 
